VISION & STRATEGY

Include wider
participation from
whole school
community? (SLT,
teachers, governors,
parents & pupils)

Does the school
have an online safety
oversight group with wide
representation?

No-|

Yes

* Although online safety is
everyones responsibility
having a designated
person to coordinate
leads to clear
accountability & better
monitoring

Is there a
dedicated online
afety manager2

Nop|

Yes

Develop an online safety
policy which meets
national safeguarding
recommendations

Poes the schod
have an online
safety policy?

Nop-|

Yes

Review and revise
the current policy
using the online
safety oversight
group

Y

as the policy owne
and contributed to by the wider
school community?

as the online
safety oversight group
sought community
views?

No
Yes Y

Consider
Yes questionnaires or
interest group forums.
Understand online
safety from different
perspectives

Is the policy Revise the policy
comprehensive? See No— in light of
Appendix 1 Appendix 1

Yes

Review other
school policies in
referenced with other light of the online
policies? safety policy

Yes
v

Is their
guidance for all
users of school systems on what
is acceptable and
what is not?

s the polic

linked and cross
NO»|

Create an
acceptable use
No~| policy which links
to your online
safety policy

Yes

Adapt the general
policy to different
stake holder
groups making
sure it is easy to
understand for
each intending
group

Is acceptable use
differentiated for different
users depending on age,
role and need?

Nop-|

Yes.

Are
acceptable
use, rights and
responsibilities communicated
clearly to each group when they
join the school and

refreshed
Reriodicall

Add acceptable
use into staff and
pupil induction
Plan for regular
updates as pupils
mature and issues
change for staff

Nop-|

Yes:

Design measures to
assess the
effectiveness of online
Noi safety Consider specific
targets for the online
safety officer & the
online safety oversight
group (stakeholder
conferencing, surveys)

Are their clear
processes in place to
evaluate the effectiveness of
the school online
afety processes?,

Yes

Include a review
timeline with
specific dates

linked to specific

actions

s their a clear
ommitment and timescale
to review online safety in
light of changes to
technology?

No—-|

EDUCATION & TRAINING

Does the school
have an online safety
curriculum which develops pupils
nderstanding incrementally a;
they mature?

Yes

Noj

Source a curriculum but
make sure you try
resources before adding
them into your curriculum

Are the
curriculum resources
relevant and up
to date?

No—p-|

Discuss some of the
resources with digital
leaders/school council to
determine there up to
date cultural relevance

Yes

Is the school teaching
the wider elements of digital
literacy such as evaluating online
content, copyright & plagiarism
and being a good
online citizen?

Yes

]

Investigate computing
coverage to make sure
these aspects are being
covered

Is there a process
of curriculum review to evaluate
materials

Yes

NO-p|

Involve teachers in the
process of feeding back
on the success or failures
of online safety teaching
materials

Are pupils involved
in supporting online
safety?

Yes

No—p

Consider the idea of pupil
champions who help
teachers deliver and
discuss online issues

Is the value of
online safety maximised
by appropriate cross curricular
inclusion in lessons
other than
computing?

Ync

No-»|

Look for ways
online safety and
digital literacy can
be delivered within

the wider
curriculum

Is staff online safety
knowledge regularly
pdated so that their own expertisg
and understanding is
kept current?

Yes

Nop-

Consider expert
support from County
Computing
inspectors or other
expert practitioners

ave governors had an
training so they can provide
effective oversight?

No—p-|

Consider expert
support from County
Computing
inspectors or other
expert practitioners

Yes

Has the online
safety manager had
any relevant training? Is there
opportunity for them to
develop further?

Yes

No—p-|

HIAS Developing Online
Safety Course
Ceop Ambassador Course
Computing Support Groups
Computing Conferences

been offered online
safety training and do they
know who to contact in the
school if they

ave concerns?

Yes

No—p»|

Consider expert
support from County
Computing
inspectors or other
expert practitioners

Does the school
provide staff with phishing, anti
virus, ransom-ware
training

No-p

Consider support from County
Computing inspectors or other

networking security experts

Yellow sections relate to
evaluation & review

SYSTEMS

Is the schools
Internet access filtered?
s the filtering provider maintaining
and updating settings
as new threats
arise?

Yes

NO—

Hampshire
Services

Look for a filter
provider who will
provide these basic
levels of support
(HCC Internet
Filtering does this)

Does the school
ave an appropriate password
policy for different users? Is it
kigher for sensitive data user,
and less stringent

No—]

Create a coherent
password policy
that links to age
and sensitivity of

data

Does the school have
anti-virus protection in place
that is regularly
updated?

No-p|

Make sure that the
networking solution that
the school uses
provides regularly
updated anti-virus
protection

Yes

Is their a well
ought through process
n cases of inappropriate Interne
access, breaches of the network g
users accessing each

others accounts?

Make sure these are
covered in the school policy,
have sanctions where
appropriate and are
understood by all users

T
Yes

Has the school
outlined how it will protect
Users data, including rights to no
have data published outside the
school without permission and
for data to be destroyed
when users leave
the school

No-—|

Make sure this is
included in school
policy documents
Include parental
permission forms
for pupils images

| |
Yes

Is there a timely
review process in place to ensure
that school systems respond to
new online threats
and challenges?

Appendix 1
Policy or Policies

No-»|

Include a review
time-line with
specific dates

linked to specific

actions

If a school needs to make substantial improvements to online
safety we would encourage a new Online Safety Policy.

Schools will choose to group policies in many ways. The
most important thing is that all the issues outlined in this
document have been thought through and relevant

stakeholders were involved.

The following are a useful checklist of things to include in

your policy or policies.

Aims, Ethos, Ethics

Rights and responsibilities linked to user roles and age

Safeguarding connections identified

Keeping Children Safe in Education DfE Publication

School network use, school Internet use, use of web services
contracted or informally encouraged by the school, use of
personal devices in the school (BYOD), software, technology
equipment, use of school devices outside the school,
physical premises (Computing Suite) if appropriate
Online/cyber bullying, social networking, online gaming,
password protection, school filtering, moving and still digital
images, data storage, mobile technology, data protection
Data Protection information on ICO Website

anti-virus, malware, ransom-ware
Promoting equality

General acceptable and not acceptable use and variations

die to age or role

Sanctions for unacceptable use clearly outlined

Clear induction policies

Links are made, where appropriate to other school policies
Provision is made to deal with incidents outside the school

environments

Ways to report, record and share unacceptable behaviour
Educational websites/blogs have a clearly defined set of

operating principles and procedures

Staff professional standards relating to technology use within
and outside school are outlined and made explicit including

sanctions where these are breached

Online safety is reflected and supported on the school

website
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https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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